
SUCCESS STORY The Benefits of a Cybersecurity Transformation Program

OUR PARTNER: The client – a major, not-for-profit health system geographically dispersed across the Eastern United 
States with an annual $3B+ revenue – owns, manages, or jointly operates numerous types of facilities including acute-care 
and psychiatric hospitals, ambulatory care, nursing care, assisted living,  home care, and hospice services. 

THE BACKGROUND: In 2014, the organization’s leadership and stakeholders recognized a rapidly evolving information 
security landscape. Cyber-based attacks were becoming increasingly sophisticated, occurring more frequently, and posing 
a growing, serious threat to patient safety. Interested in proactively minimizing risk, the organization independently 
conducted numerous and varied internal and external investigations, and subsequently identified several vulnerabilities 
affecting their security posture. To mitigate risks and reduce the likelihood of breaches, the organization selected Divur-
gent as its partner to develop a comprehensive Information Security Program.

THE SOLUTION: Divurgent  engaged with the organization’s leadership to review research and collaboratively deter-
mined that implementing a customized Security Transformation Program to establish governance and adequately plan, 
design, and execute remediation efforts was the best approach to improve the organization’s cybersecurity foundation.

Goal:
Implement an effective, sustainable Information Security (IS) Program that would provide for the safety of the organiza-
tion’s patients, employees, and data. 

Objectives:
· Build a foundational IS Governance Program throughout the enterprise
· Establish an IS Awareness Program
· Introduce a more robust risk management capability to reduce likelihood & impact of security incidents
· Define security metrics to measure and advance the program maturity level to exceed industry peers

Deliverables: 
· Healthcare Governance, Risk, & Compliance – Developed a communication cadence with Executive Sponsors to under-
stand project goals, milestones, and overall progress 
· Healthcare Security Program Design – Defined and implemented an Information Security Program and provided program 
leadership to develop and maintain management and budget  
· Healthcare Security Program Acceleration – Defined requirements and timeline to complete 40 security projects within 
the 33-month project timeline 
 
OUR PROCESS: Divurgent’s Cybersecurity Management Team developed a strategic security roadmap to manage a 
portfolio of 40 separate and distinct projects to be implemented in scheduled waves across the duration of the Security 
Transformation Program. Divurgent prioritized project execution to first address critical security holes such as threat 
visibility, vulnerability management, and remote access security. 

In developing the security projects portfolio management plan, Divurgent’s team leveraged and applied both cybersecurity 
and healthcare-focused industry standards, best practices, and security resources to define a customized program frame-
work with governance at the foundation, and education and awareness at the forefront. The framework established a 
sound Information Security Architecture to guide the identification and implementation of necessary technology solutions. 

Because Information Security is inherently a risk management process, Divurgent’s methodology provides a means to 
balance investment in Information Security with the organization’s risk tolerance. This concept, along with the program’s 
strong framework, combine to reduce the likelihood of a damaging security incident. If a security incident does occur, the 
organization is armed with process and technologies aimed to efficiently and effectively contain the impact of a breach.
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ABOUT DIVURGENT
As a nationally recognized company 
focused on the business of hospitals, 
health systems, and affiliated provid-
ers, we are committed to the health-
care IT evolution, deploying custom-
ized, scalable solutions that help our 
clients achieve improved operational 
effectiveness, financial performance, 
and quality of patient care. Our experi-
enced, hands-on team continuously 
evaluates and addresses industry and 
market trends to align client goals with 
the future market state. Divurgent’s 
solution areas, developed to align with 
our client’s goals, include Implementa-
tion, Activation, Transformational, 
Strategic Advisory, Healthcare Securi-
ty, and Financial Advisory.

Divurgent’s proactive solutions to 
today’s top health IT challenges 
provide strong project management 
methodologies based on the collective 
experience of our tenured consultants 
and leaders. Bringing on the industry’s 
best practitioners in healthcare evolu-
tion, IT strategy, cybersecurity, 
reimbursement reform, and technolo-
gy implementations delivers a deep 
repository of engagement experience, 
innovative project approaches, and 
true thought leadership to our clients. 
Utilizing proven industry methodolo-
gies and a culture of strong knowledge 
sharing, Divurgent offers a level of 
expertise that is unbeatable. 

Our goal is simple: to collaboratively 
transform healthcare with our clients 
for the communities they serve.

OUR PROCESS (contd.)
At the helm of Divurgent’s Security Program – and any successful security 
improvement program – is culture. Launching a cultural shift to awareness, 
education, and ownership is equally important to technology in realizing true 
security maturity. Information Security awareness empowers everyone in an 
organization to confront and defend against today’s security threat landscape. 
The “Culture of Security” evolution recognizes each stakeholder must understand 
their role concerning information security as well as accept a shared responsibility 
for protecting patients and staff. Cybersecurity is not “just an IT problem.”

THE RESULTS
Divurgent, in partnership with the organization, successfully developed and 
implemented a customized Security Transformation Program within 33 months 
to help the organization develop, implement, and sustain an Information Security 
Program that meets the unique demands of their teams, technology, and patient 
community. The results of this program include: 

Healthcare Governance Risk & Compliance:
· Established CISO Office
· Defined Security Governance
· Built Risk Management Program including Risk Register
· Performed annual HIPAA Compliance Assessment
· Created Medical IT Network Risk Manager Role
 
Healthcare Security Program Design: 
· Defined Security Awareness Program 
· Adopted NIST Security Framework 
· Developed Strategic Plan 
· Developed IR Plan & Playbook 
· Defined Security Architecture Deployment Plan 

Healthcare Security Program Acceleration: 
· Updated 40 System Security Plans 
· Assessed Security for 40 Medical Device Types 
· Implemented Security Solutions, including: 
    · Data Loss Prevention
    · Mobile Device Management
    · Identify & Access Management
    · Endpoint Protection Platform 
    · Security Information & Event Management  

At time of this study, Divurgent continues to guide the organization through its 
Security Transformation Program, remediating identified gaps, and establishing a 
repeatable process for risk management.

Divurgent’s unique combination of our decade-long commitment to aligning clients’ goals with the future state of healthcare; our 
proactive approach to today’s top healthcare security challenges; and our team of industry best practitioners in healthcare, IT strategy, 
and cybersecurity positions us to provide the most effective healthcare security advisory and operational expertise within the 
healthcare IT industry. Today’s threat landscape is volatile and adversaries continue to adapt their attack methods to breach 
healthcare organizations and gain unauthorized access to protected health information, medical devices, and more. Divurgent’s 
Healthcare Security Services Portfolio arms our clients with the people, processes, and technology necessary to maintain quality 
patient care while protecting patient privacy. 


